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Netsweeper User Acceptance Document

About the Resource Page

Certain files and other resources can be found at this resource page.
https://helpdesk.netsweeper.com/docs/main_page/Content/Main_Page/User_Acceptance
_Documents.htm

Filtering for the Test Workstation

The Netsweeper solution must be deployed so that it can route RST packets to both the
filtered workstation and the web server.

e Specific UDP ports must be able to communicate to the central WebAdmin (UDP
3161).

e Inthe 8.2 default install, NSProxy is enabled.

e Thisdocument assumes that NSProxy is enabled.

NSProxy Certificate Installation on the Test workstation

On your test workstation, setup the proxy in your browser. Use the IP of your Policy Server
and the port 31280.

Edit proxy server

Use a proxy server

@ on

Proxy IP address

1921681 5xx

Use the proxy server except for addresses that start with the following entries.
Use semicolons () to separate entries.

I_I Don't use the proxy server for local (intranet) addresses

Save Cancel
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Importing a Certificate

1. Inthe WebAdmin, navigate to Administration > Services.

2. Expand the‘localhost’to display the Server Management options.
3. Inthe ‘NSProxy’ section, choose the Download Certificate button. The certificated
is downloaded to your download directory.
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Copy the certificate to your test workstation.

In test workstation, double-click on the newly downloaded certificate.

Select Install Certificate and follow the steps in the Certificate Import Wizard.

On the Certificate Store step, choose the ‘Place all certificates in the following store’
option and select the Browse button.

No ok

€ L Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

E EAummaﬁcallz select the certificate store based on the type of certificate
© Flace all certificates in the following store|
Certificate store:
=]

Select Certificate Store *

Select the certificate store you want to use.

B |Trusted Root Certification Authorities
~Enterprise Irus
7| Intermediate Certification Authorities
{1 Trusted Publishers
L Hintrieted Cartifirates

[ show physical stores Mext Cancel

8. Continue to follow the steps in the wizard to install the certificate as a Root CA.
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Preconditions — Setup Filtering Group and Client

As a precondition of some of the procedures in the is document, a filtered Client
workstation must be available for generating traffic and be assigned to a known Group and
Client. You will need to assign the IP of your test workstation to your Client. The testgroup
group must only have one group default policy.

The Precondition section will:

e Create a Group ‘testgroup’
e (Create a Client ‘testclient’
e (Create a Policy ‘testPolicy’
e (Create a Simple Group ‘TestGroup2’

This document will assume that this section is completed as part of the precondition

Creating a Group ‘testgroup’

1. Inthe WebAdmin, navigate to Policies > Groups and choose the List tab.

2. Inthe Groups window, select the Create button.

3. Inthe ‘Group Create’ window, enter the name ‘testgroup; and select the Submit
button.

# / Groups / Group Create

Name testgroup

X Policies Description

Groups

4. The new Group is created.

# / Groups / Group Create / Group testgroup

‘GENERAL POLICIES CLIENTS AUTHENTICATION REDIRECT QUICK REPORTS

MANAGERS

Successfully created group: testgroup

SETTINGS CATEGORIES

Locked
Name  testgroup

Description

Expiry B
Allow All/Deny All @ Use Policy Settings
Oallow Al Unti S minutes <

O Deny All Until 5 minutes v

(; netsweeper © 2024, Netsweeper Inc.



Create a Client ‘testclient’
1. Navigate to your new Group’s Clients tab and select the Create button.

A / Groups / Group Create / Group testgroup

GENERAL POLICIES CLIENTS MANAGERS AUTHENTICATION REDIRECT QUICK REPORTS

X Policies

Groups
Locked Client Name Subnet Workstation First Name Last Name Email Address

No Clients in This Group

Locked Client Name Subnet Workstation First Name Last Name Email Address

2. Inthe ‘Create Client’ window, ensure that the new ‘testgroup’ is selected and
choose the Workstation Address option within the ‘Client Type’ section.

3. Enterthe Client Name ‘testclient, the IP address of your test workstation, and a
workstation name, then select the Submit button.

s / Group Creale / Group lesigroup ¢ Create Client

X Policies

Groups

L

Client Type

Client Settings

4. The new Client displays in the Group’s Clients tab.

@ / Groups / Group Create / Group testgroup

GENERAL POLICIES CLIENTS MANAGERS AUTHENTICAT

X Policies

Groups

Client Name IP Subnet Workstation

testclient 192.168.1.101  255.255.255.255  test workstation

Client Name 1P Subnet Workstation

Showing 1to 1 of 1
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Create a Policy ‘testpolicy’

1. Inyourtestgroup, navigate to the Policies tab and the List subtab.
2. Select the Default Policy.

A/ Groups s Group Create

Group testgroup

GENERAL POLICIES CLIENTS MANAGERS AUTHENTICATION REDIRECT QUICK REPORTS

3¢ Policies

CALENDAR EVENTS

Groups

Policy Name Category Count Default Status Date Modified

I default I 48 Deny 2024-09-06 14:41:57

3. Rename the Policy ‘testpolicy’ and select Submit.

@&/ Group

Group Create / Group testgroup / Policy default in testgroup

CLONE SURF

X Policies
ADVANCED

GENERAL CATEGORIES URL/KEYWORD SHARED LISTS URL/KEYWORD LOCAL LIST DENY PAGE

Name testpolicy

Description

Groups

Policy Template O

Category Action: @Block O Allow

SusMmIT

4. Navigate to the Policy’s Categories tab and choose the None Category Template.

# / Groups / Group Create / Group testgroup 7 Policy default in testgroup

CLONE  SURF

X Policies

URL/KEYWORD LOCAL LIST ADVANCED DENY PAGE

GENERAL CATEGORIES URL/KEYWORD SHARED LISTS

Groups

None

0 Blocked

5. Select the Submit button to save your changes.
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Create a Simple Group ‘testgroup?2’

Navigate to Policies > Groups and choose the Simple Tab.
Select the Create Group button.

In the Create Group window, choose the Diamond Icon.
Name the Group testgroup?2 and select the Save button.

il

# / Groups

TEMPLATES

SIMPLE LIST SET DEFAULT

CREATE GROUP

X Policies

Groups

Allowlistonly

Create Group

Permit only websites specifically entered to Blocks sites inappropriate
be allowed as criminal skills, pornogr

T

1k+ e 4 0 0 0 48 e 0

y

ns_students once.
Blocks sites for file sharine_newserouns. and

5. Inthe Simple tab, type ‘test’ in the Search filed and select the Search button.
6. The new Simple Group displays, as well as the ‘testgroup’ created earlier.

# / Groups

SET DEFAULT TEMPLATES

X Policies
CREATE GROUP Match vn

Groups

o0 -

testgroup testgroup2

7. We will use this Group later.
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Monitoring

Purpose

Normal operation of the Netsweeper solution involves monitoring fundamental statistics on each
server. Information such as Netsweeper Request per second, Netsweeper Cache, Netsweeper
errors, etc..., are gathered over time and made available for analysis by the system administrator.
The WebAdmin interface for the Netsweeper solution provides access to relevant system status
information, providing average and maximum values over time. This test case will verify the correct
operation of a portion of the Netsweeper filtering platform's monitoring capabilities.

Precondition

The Netsweeper solution must have been running and intercepting traffic for a period of at least 1
hour with testing taking place to generate allowed and denied request.
Test Procedure: Monitoring

1. Inthe WebAdmin, navigate to Administration > Monitoring.
2. Select Default Graphs: Memory Usage from the ‘Graphs’ dropdown list.

Pass Criteria
The monitoring graph will appear showing the Memory usage varying over the past hour.

SELECT SERVERS

Notes

There are hundreds of SNMP MiBs that can be viewed using the system monitoring page. We
suggest testing these MiBs. MiB’s that are outlined in the Netsweeper Configuration manuals. Each
service that is documented in these manuals has a list of MiB’s available.

SNMP MIBs in 8.2
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Notes

Results (Pass or Fail)

Results Comments
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Enabling Reports Fields in the WebAdmin Settings

For the next test, we will be required to enable a Report Data Field.

A o

& Accounss

X Administration

WebAdmin Settings

Navigate to Administration > WebAdmin Settings
Scroll down to the Reports Settings section.
Hold the <CTRL> key so as not to de-select all the other selected fields.
Choose Denied Category Numbers from the ‘Enabled Data Fields’.

Select the Submit button to save your changes.

Maximum Reports Per Page

Maximum Report Templates Per Page
Maximum Quick Demand Reports Per Page
Meximum Quick Reports Per Page
Maximum Report Instances Per Page
Maximum Quick Report Instances Per Page
Maximum WebAdmin Report Table Rows

Maximum Report Name Display Length

Enabled Data Fields

[ )enied (ateeories

| Denied Category Numbers

Enabled Report Filter Fields

Enabled Template Filter Fields

Enabled Quick Report Intervals

Maximum Report Start Date Depth

Maximum Demand Report Date Range

Default Quick Report View

Allow Reporter to email Report data

Report Default File Format

Require Authorization to view Report data

Device Brand -

Al Categories
Application Name
Application Type
Brand Name

Al Categories
Application Name
Application Type
Brand Name .
Daily
Weekly
Monthly
0 - Years -
0 - Years -
Daily v
o
Email Reparts v
PDF v
o
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Testing Local Lists

Purpose

Each individual Policy has a Local List with a list of specific URLs to allow or deny. This
list can contain a mix of URLs, keywords, and file extensions. This test verifies the
function of the local list, and that local filtering only applies to the appropriate group.

Precondition

See: Setting up Filtering Group and Client

Test Procedure: Local Lists
In the WebAdmin:

1. Navigate to Policies > Policies and select the testpolicy Policy.

TEMPLATES

Modified By

Modified By

Showing 1 0 23023

2. Choose the URL/Keyword Local List tab.
3. Selectthe Create Local List button.

# ¢ Policies / Policy testpolicy in testgroup

CLONE SURF

X Policies
GENERAL CATEGORIES URL/KEYWORD SHARED LISTS URL/KEYWORD LOCAL LIST ADVANCED DENY PAGE

Policies CREATE LOCAL LIST
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4. Selectthe New Entry button.

# / Policies / Policy testpolicy in testgroup

CLONE SURF

X  Policies
GENERAL CATEGORIES URL/KEYWORD SHARED LISTS URL/KEYWORD LOCAL LIST ADVANCED DENY PAGE

Policies

New Entry URL/Keyword Request Part Action i iewed By

No results

5. Enterfacebook.com into the ‘New Entry’ field (or another ‘example.com’ where
example.com represents the URL of your choice).

Ensure the ‘Entry Type’is set to URL.

Ensure ‘Request Part’ is set to Request URL.

Set the ‘Action’ to Deny.

Select the Save Entry Button.

# 1 Policies / Policy testpolicy in testgroup

© »® N

CLONE SURF

GENERAL CATEGORIES URL/KEYWORD SHARED LISTS URL/KEYWORD LOCAL LIST ADVANCED DENY PAGE
n |
D Lockea| NEW ENtry X
D Locked NewEney
+
No entries found age
Entry Type S [ Case insensitive
RequestPart | RequestURL v
acon -
Expiry -]

Comments

#

RESET FORM CLOSE SAVE ENTRY

10. The entry is added to the Local List.

# / Policies / Policy testpolicy in testgroup

CLONE SURF

GENERAL CATEGORIES URL/KEYWORD SHARED LISTS URL/KEYWORD LOCAL LIST ADVANCED DENY PAGE

Added Entry facebock.com’ to Local List for policy 'testpolicy’ in group ‘testgroup’

1D Locked URL/Keyword Type Request Part Action Last Reviewed Reviewed By Date Created Created By

1083 I facebock.com I Edit URL URL Deny Sep 9, 2024 15:28:14 admin

\Q netsweeper © 2024, Netsweeper Inc.



Request Logs Advanced Filters

We now want to add a Request Log Filter to our Request Logs window.

1. Navigate to Logs > Request Logs and select the Advanced Filter button in the Table Header.

# / Request Logs

o

Actions

Actions

Timestamp

Timestamp

URL

URL

Client IP

Client IP

EXT - v o=

Client Name

Mo results

Client Name

Policy Group

Policy Group

DISPLAY CHARTS

Request Rate: 0/0

Denied Flag Category Names

Denied Flag Category Names

\Q netsweeper
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2. Inthe ‘Category Names’field type ‘local’ and select the Local List result.

B % ﬂ Actions

Server
DESELECT ALL

localhost =

Client IP

£ £
Client Name
+
Policy Group

=

Denied Flag

A W

Category Names

lacal

Local List

i05 Message & FaceTime
Yahoo Local

DogPile Local

LinkedIn Local Post
Classifieds

LinkedIn Share

General News
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3. Selectthe Search icon within the Advanced Filter.

-~ N
B )@ Actions

Server

localhost =

Actions

Client IP
= wn
Client Name
#
Policy Group
#
Denied Flag
A w

Category Names

Local List = x

[ Exclude Matching Results

4. Note that the Filter Icon is now green, indicating an Advanced Filter is applied.
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5. Hover over the ‘Settings’ icon and place a checkmark beside Category Names.

| MSPLAY CHARTS |

Request Rate: 0/0

-

Denied Flag Category Names Actions

. [ Server

Denied Flag Category Names
Timestamp
URL
Client IP
Client Name
Palicy Group
Denied Flag
Category Names
[ &l Categories

[ Destination IP

On the Test Workstation filtered by the ‘testgroup’ Group:

1. Clearthe cache inyour browser.
2. Browse to https://facebook.com (the site we entered in our Local List).

(\ netsweeper
\
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3. The Request Logs should show that the site is unreachable. The ‘Category Names’ column
should display ‘Local List’.

# ¢ Request Logs (2]
DisPLAY CrARTS
equest Rat

Actions Timestamp URL Client Name Policy Group Denied Flag

4. The Netsweeper Deny Page displays in the test workstation’s browser.

A

ACCESS TO THIS WEBSITE IS DENIED

WHY ACCESS IS DENIED:
Your administrator has blocked this site for your policy.

Contact your Internet administrator if you require access to this site.

Change my profile

Pass Criteria

Using the filtered workstation in the testgroup Group, browse to facebook.com (or the URL added to
the Local List). The webpage will be unreachable.

Notes

Results (Pass or Fail)

Results Comments
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Domain Filter

Purpose

The Netsweeper solution can block specific domains. For example, it can block any URL or
subdomain of a specific domain. This test case verifies that domain filtering behaves as expected

for a Group’s Local List.

Precondition

See: Setting up Filtering Group and Client

Test Procedure: Domain Filter

In the WebAdmin:

PonN=

choice).

Navigate to Policies > Policies and select your testpolicy.
Choose the URL/Keyword Local List tab.

Select the New Entry button.

Add domain.com in the ‘New Entry’ field, (where domain.com represents the URL of your

5. Ensure the ‘Entry Type’ field is set to URL.
6. Ensurethe ‘Request Part’field is set to Request URL.
7. Setthe ‘Action’to Deny.
8. Selectthe Save Entry Button.
New Entry X
Mew Entry | domain.com
+
Entry Type URL " [ Caze insensitive
Request Part Request URL W
Action Den W
Expiry =
OmMments
P
CLOSE SAVE ENTRY

9. Saveyour New Entry.

(\ netsweeper
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On your Test Workstation

1. Browse to these six links:
http://domain.com
http://www.domain.com
http://mail.domain.com
https://domain.com
https://www.domain.com
ftp://domain.com

2. Contentis unreachable for all six links.

Pass Criteria

Using the filtered workstation in the testgroup group, browse to any URL that belongs to your
specified domain.com. The webpage will not be reachable.

Notes

Results (Pass or Fail)

Results Comments
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Deny Specific Category

Purpose

The Netsweeper solution can filter based on the Category which the URL belongs to. The system
administrator can select the categories that will not be accessible to the end users.

Precondition
See: Setting up Filtering Group and Client
In the WebAdmin:

1. Navigate to Policies > Policies and select your testpolicy.
2. Choose the Categories tab.
3. Select the Custom Category Template.

# / Policies / Policy testpolicy in testgroup

CLONE SURF

GENERAL CATEGORIES URL/KEYWORD SHARED LISTS URL/KEYWORD LOCAL LIST

ADVANCED

None

wasters, malicious and high-risk content -

Relaxed
Adult, circumvention, malicious and high-risk content

Secure
Malicious and high-risk content

None
Mao content

Custom
Customize your category selection

Update this policy testpolicy’ in group "testgroup'.

Y m

\Q} netsweeper
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4. Type Pornography in the ‘Quick Add’ field and then select the result.

CLONE SURF

GENERAL CATEGORIES URL/KEYWORD SHARED LISTS URL/KEYWORD LOCAL LIST ADVANCED DENY PAGE

Custom - Q, porn
Pormography
0 B|0Cked Open Mixed Content
Child Erotica

Select the categories you wi Age Restriction

Sex Education

Child Sexual Abuse

00 MmSystem 012
0 Imweb Apps 0/720
[0 I Wweb Content 0/89

5. Select the Submit button to save your changes.

# / Policies ; Policy testpolicy in testgroup

CLONE SURF

GENERAL CATEGORIES URL/KEYWORD SHARED LISTS URL/KEYWORD LOCAL LIST ADVANCED DENY PAGE

Custom - Q
) 8 Countries 0/255 =2 Baduk 1129 Mari
1 Blocked [ 5 R
O M Mobile Apps 0720 0 M informatien o2 [ Match Making
Parnagraphy
(m} M Prowocols 060 (m] W Miscellansous 0r14 O Matrimonial
0 M System 012 O MW Recreation o8 [ Nudity
O BmWebApps 07720 O M Securiny 016 O Occult
2 I web Content 1/29 [J Open Mixed Content

[J PaytoSurf

[] PeertoPeer
Pornography

O Profanity

[) SelfHarm

[ Substance Abuse
O Terrorism

O Tobacco

[0 Weapons

Updet this palcy esipoly in group ey = m
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6. Useyour breadcrumbs to navigate back to the Policies window, where you can see that the
Category count for testpolicy is now 1.

X Policies

Policies

On Your Test Workstation

1. Browse to a pornography site such as playboy.com.

Group Locked

TEMPLATES

Policy Name
default

allow

Unrestricted_default

Parent_default

Generous_default
Limited_default

Lirited_black

Child_default

Allowlistonly_default

After_School_Policy

School_Hours_Paolicy

.

fter_School_Policy

School_Hours_Paolicy

After_School_Policy

School_Hours_Paolicy

default

default

chool_Palicy

School_Hours_Palicy

default

default

Group Name
default
suppaort
Unrestricted
Parent
Generous
Limited
Limited

Child
Allowlistonly

choola.org

choola.org

G choola.org

choola.org
Grade_11@schoala.org
Grade_11@schoala.org

choola.org

choola.org

Category Count

48

=]

=]

2. Theintended webpage is unreachable.

Pass Criteria

Using the filtered workstation in the testgroup Group, browsing to a URL that belongs to the
Pornography Category will not be reachable.

Notes

Results (Pass or Fail)

Results Comments

(\‘ netsweeper
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Category Templates

Purpose

The Netsweeper solution allows for the creation of Category Templates. Category Templates define
a set of Categories recommended for the default Policies and these can be applied to Policies and
Clients.

Precondition

See: Setting up Filtering Group and Client

Test Procedure: Deny Specific Category
In the WebAdmin

1. Navigate to Administration > Categories and choose the Templates tab.
2. Selectthe Create button.

REVISIONS TEMPLATES

Cuseom Customize your category selection Clone/Edie

3. Name your template ‘School Hours Categories’ and add an optional description.
4. Inthe Hierarchical view, select the checkbox for the Web Content Category Grouping.

# / Categories / Modify Category Template

Name School Hours Categories

Customization Template [

Description Rules for in-class time.

89 Categories [ 5 Q
Abartions = O M Countries 0255 i Adule 209
Ad Blocking O B Mobile Apps 0/30 M Information 2222
Adult Mixed Content O W orotocols 0o/e0 W 1izcellanzous 14014
Advertising O [ ] System 0/12 W Recreztion /8
Adware 0 Eweb Apps 0/720 I Security 16/16
Alcoha!

Arts and Culture
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5. Select the Submit button. You will see a banner stating, “Successfully added a new
category template.”

6. Useyour breadcrumbs to return to the Templates tab of the Categories window. You will
see your new ‘School Hours Categories’ Template along with the number of blocked
Categories it enforces.

# / Categories [:]

REVISIONS TEMPLATES

CIRI e ¢
Template Name Description Category Count Action Display Order

Custom Customize your category selection Clone/Edit

Moderate Adult, illegal, questionable material, circumvention techniques, time wasters, malicious and high-risk content 24 Clone/Edit

None No content Clone/Edit

Relaxed ‘Adult, circumvention, malicious and high-risk content 12 Clone/Edit

School Hours Categories. Rules for in-class time. Clone/Edit

Secure Malicious and high-risk content 7 Clone/Edit

Strict Adult, illegal, violent, harmful, questionable material, circumvention techniques, time wasters, malicious and high-risk conzent 48 ClonefEdit

i ‘School H C ies’ Templ
7. Selectthe Clone button beside the ‘School Hours Categories’ Template.
# / Categories -]

REVISIONS TEMPLATES

Template Name Description Category Count Action Display Order
Custom Customize your category selection Clone/Edic
Moderate Adult, illegal, questionable material, circumvention techniques, ime wasters, malicious and high-risk content 24 Clone/Edit
None No content Clone/Edit
Relaxed Adult, circumvention, malicious and high-risk content 12 Clone/Edit
Schoel Hours Categories Rules for in-class time. 29 n:
Secure Malicious and high-risk content 7 Clone/Edit
Strict Adult, illegal, violent, harmful, questionable material, circumyention techniques, time wasters, malicious and high-risk content a8 Clone/Edit

8. Selectthe Edit button beside the 'School Hours Categories clone 2’ Template.

Template Name Description

Category Count Action Display Order
Custom Customize your category selection Clone/Edit
Moderate Adult llegal, questionable material, circurnvention techniques, ime wasters, malicious and high-risk content 2 ClonefEdit
None No content ClonefEdit
Relaxed Adult,circumvention, malicious and high-risk content 12 Clone/Edit
School Hours Categories Rules for in-class time. 89 ClonefEdit
School Hours Categories clone 2 I Rules for in-class time. 89 I\cr‘
Secure Malicious and high-risk content 7 Clone/Edit
Strict Adult llegal, viclent, harmful, questionable material, circumvention techniques, time wasters, melicious and high-risk content 4 ClonefEdit

9. Rename this Template to ‘After School Categories’ and update the optional description.
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10. In the left column, scroll down to ‘Social Networking’ and select the delete button to
remove that category from our Template.

# / Categories / Modify Category Template
MName I School Hours Categories clone 2 I
Customization Template [
Description
89 Categories [ & Q
Search engine N
J I Countries 0/255
Self Harm
[ I Mobile Apps 0/30
Sex Ed on
J I Protocols
E [l -S‘J.-stan 2
Spor
) I web Apps 0720
Streaming Media
8 Web Content
Substance Abuse

11. Select the Submit button to apply your changes.

12. Use your breadcrumbs to return to the Templates tab of the Categories window, where we
now see our ‘After School Categories’ added. These Templates will be used in the following
procedure.
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Time Based Policies: Using Policy Events.

Purpose

In some cases, users may wish to block access to sites only at specific times. This test case will
verify that time policies operate as expected.

Precondition
See: Setting up Filtering Group and Client

The created ‘After School’ and ‘School Hours’ Category Templates.

Test Procedure: Policy Events
In the WebAdmin:
1. Navigate to Policies > Groups and choose the List tab.

2. Selectthe ‘testgroup’ and choose the Policies tab.
3. Choose the ‘Default’ Policy Event. and in the pop-up-box, select the Delete button.

Edit - testpolicy x
Start Day: Sunday v
Start Time: 0:00

Mo End Time

Puolicy Mame: ]
testpaolicy -

Description:

o

Color: DDO000
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4. Selectthe Create button.

# / Groups / Group testgroup

GENERAL ADVANCED POLICIES CLIENTS MANAGERS AUTHENTICATION REDIRECT QUICK REPORTS

CALENDAR LisT EVENTS
WARNING: There are no Policy Events for this group. Clients in this group will have no internet access.

Successfully Deleted Policy Event From Group testgroup.

Sunday Monday Tuesday Wednesday Thursday

12AM

1AM

5. Inthe Create window, select the No End Time checkbox.

6. Enter‘After_School_Policy’ (with no spaces) in the ‘Policy Name’ field and add an optional
description.

7. Enterthe value 3636FF into the ‘color’ field and select the Save button.

Create x

Start Day: Sunday e

Start Time: 0:00

Mo End Time

Policy Mame:
v After_School_Paolicy -

Description:

o
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8. The ‘After_School_Policy’ Policy Event is created.

GENERAL ADVANCED POLICIES CLIENTS MANAGERS AUTHENTICATION REDIRECT QUICK REPORTS

CALENDAR

Created Policy Eventin group 'testgroup”

EXCT

Sunday

Tuesday Wednesday Thursday Friday

Monday Saturday

9. Select the Create button again.

10. Set the ‘Start Day’ and ‘Stop Day’ fields to Monday.

11. Select the Multiple Days checkbox.

12. Set the ‘Start Time’ as 8:00 and the ‘Stop Time’ as 16:00.

13. Inthe ‘Day Selection’ field choose Monday to Friday inclusive.

14. Enter the ‘Policy Name’ School_Hours_Policy with no spaces and add an optional
description.
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15. Enter the Color value FF308A.

Create *
Start Day: Monday -

Start Time: 200

[IMo End Time Multiple Days
Stop Day: Monday v
Stop Time: 16-00
Day Selection: Monday = Tuesday =
Wednesday = Thursday = -
Friday =
Policy Mame:
! School_Hours_Policy -

scription: .
Description: Folicy for in-class hours

Color FrEOsA

16. Select the Save button.
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17. The School Hours Policy displays during its designated days and times.

Sunday Monday Tuesday Wednesday Thursday Friday Saturday

1200 am to 1200 am

18. Next, navigate to the List subsection of the Policies tab and confirm that the ‘After School
Policy’ and the ‘School Hours Policy’ are listed.

# ; Groups / Group testgroup

GENERAL ADVANCED POLICIES CLIENTS MANAGERS AUTHENTICATION REDIRECT

CALENDAR LIST EVENTS
Policy Name Category Count Default Status
testpolicy 4 1 Deny
After_School_Policy 42 Deny
School_Hours_Policy 42 Deny
Policy Name Category Count Default Status

19. Select the ‘testpolicy’ Policy’s row and select the Delete button in the Table Header bar.
20. Select the ‘After_School_Policy’ and then navigate to the Categories tab for that Policy.
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21. Select the ‘After School Categories’ Template created in the previous procedure and select
the Submit button.

# / Groups / Grouptestgroup / Policy After_School_Policy in testgroup

CLONE  SURF

GENERAL CATEGORIES URL/KEYWORD SHARED LISTS URL/KEYWORD LOCAL LIST ADVANCED DENY PAGE
:
88 Blocked
Abortiens Ad Blocking Adult Mixed Content Advertising
Adware Age Restriction Aleohol Arts and Culture
Body Modification Bullying Business Child Erotica
Child Sexual Abuse Classifieds Cantent Server Copyright Infringement
Criminal Skills Culinary Directory Education
Educational Games Entertainment Environmental Extreme
Financial Services Gambling Games General News
Government Hacking Hate Speech Health
HTTP Errors Hurnor Infected Hosts Intimate Apparel
Job Search Journals and Blogs Legal Lifestyle Choices
Malicious Web Obfuscation Malware Malware Hosts Marijuana
Match Making Matrimonial Medication Military
Nudity Occult Open Mixed Content Parked
D Dav ek Daer 1 Doar Dhichine
Update this policy ‘After_School_Pslicy’ in group 'testgroup’. ~ m

22. Use the breadcrumbs to return to the Group ‘testgroup’.
23. Select the School Hours Policy and repeat the steps to assign the School Hours Categories.
24. When done, verify that the ‘List’ subsection of the ‘Policies’ tab looks like this:

# / Groups s Group testgroup

ADVANCED POLICIES CLIENTS MANAGERS AUTHENTICATION REDIRECT

GENERAL

LIsT EVENTS

CALENDAR

Policy Name Category Count Default Status

After_School_Policy 88 Deny

School_Hours_Policy 89 Deny

Policy Name Category Count Default Status
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Pass Criteria
1. Navigate to Tools > Trace Request.

2. Select the ‘Group Name’ testgroup and the ‘Policy Name’ After_School_Policy.
3. Enterfacebook.com or another ‘Social Networking’ site and select the Send Request

button.

4. The site is allowed under ‘Social Networking’.

# / Trace Request

Client Name

Client IP Address

froup teme
Policy Name After_School_Policy =

URL:

Destination IP Address:

Referrer:
Client Medule Name:
EvemType: | Check Policy

[0 Show All Steps

Policy Server: localhost (127.0.0.1)

Step
Protocol CNS List
Master List Lookup

Policy Categories Check

List URL/Keyword
htp:/f

facebook.com

Result

Category:
Category:

Category:

Decision:

BROWSER IP
~

Hypertext Transfer

Saocial Networking, Hypertext Transfer

Sacial Networking, Hypertext Transfer

Allowed

(\ netsweeper
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5. Change the ‘Policy Name’ to ‘School_Hours_Policy’ and select the Send Request button
again. The site is now denied by ‘Social Networking’.

# / Trace Request

Step
Protocol CNS List
Master List Lookup

Policy Categories Check

Response URL Test

Filter Bypass List Lookup

Client Name

Client IP Address

GroupName | cestgroup x
Palicy Name School_Hours_Palicy
URL  hitpififacebock.com

Destination IP Address:

Referrer:

Client Module Name:

Event Type:

Policy Server: localhost (127.0.0.1)

List URL/Keyword Result

https/! Category:

facebook.com Category:
Category:
Decision:
Category:
Replace URL:

hetps://192.168,222.150 Category:
Decision:

BROWSER IP
v

Hypertex: Transfer

Social Neworking, Hypertext Transfer

Social Newarking, Hypertext Transfer
Denied

Notes

Policy Events are granular on a per-minute-basis.

Results (Pass or Fail)

Results Comments
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Lists Window

This section will test global filtering through the ‘Lists’ window.

System Deny List
Purpose

When websites need to be blocked globally, regardless of group policy, then the System Deny List
is used. URLs placed on this list will be denied for all clients, regardless of group membership and

specific policy/list settings.
Precondition
See: Setting up Filtering Group and Client

Ad(ditional Precondition: Adding a System Wide ‘testlist’
1. Navigate to Policies > Lists and select the Create button.
2. Type ‘testlist’ into the List Name field.
3. Select the checkbox for System Wide List in the 'List Assignments' section.
4. Inthe ‘Restrictions’ section, select the checkbox for Deny under ‘Restrict Actions’.

# / Lists/ New List

Show Metadata Fields

ch Keywords
Assi tegories H
Permissions

ADD SYSOP - ADD SYSOP DEFAULTS REMOVE ALL SYSOP PERMISSIONS
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5. Select the Create List button. The ‘testlist’ appears in the Lists window.

# Lists 2]

SEARCH ASSIGNMENTS ADD ENTRY SUGGESTIONS
List Created Successfully
LOCAL | SHARED
e M
Modified Created
List Name Actions Entries Comment Date Modified Log. Policies Roles By Date Created By
Filter Bypass List Hlow 2 Former Filter Bypass History filterbypass
Lis.
School A Cat List Categorize 6 Category rules only! Sep 0, 2024 History  School_Hours_Policy, School_Hours_Policy, School Hours_Policy, School Hours_Policy, School Hours_Policy, override admin Sep 6, 2024 admin
19:34:19 default 10:44:02
School A Shared List Allaw, 7 Allow/Deny websices  Sep§,2024 Histary  Schaal Hours_Palicy, School Hours Palicy, School_ Hours_Palicy, School_Hours_Policy, Schoal Hours_Policy, admin Sep 6, 2024 admin
Deny only 10:42:11 After_School_Pelicy 10:10:22
schogla cat Categorize 5 Sep9,2024 Histary categoryurl  admin Jul 4,202416:19:05  admin
19:25:21
schaala shared Any 6 Sep,2024 Histary After_Schaal Palicy admin Jul 4,202416:1825  admin
16:34:26
Selective Decrypiion Any 2 Automaticaly created a1 Sep 10,2024 Histary  Schaal Hours_Palicy, School Hours Palicy, School_Hours_Palicy, School_Hours_Policy, Schoal Hours_Palicy, admin
. 03:24:38 default, After_School_Policy
System Deny List Deny 1 Former System Deny History system
List ...
System Wide Search Categorize 538 FormerPolicy Search  Sep 15,2022 History system
Ke.. 15:15:43
Deny 0 Sep 12,2024 History system admin Sep 12,2024 admin
08:26:19 08:26:19
List Name Actions  Entries Comment Date Modified Log  Policies Roles Modified By  Date Created Created By
Showing 1 to 25 of 25

Additional Precondition: Create a Local List

In order to test our System-Wide Deny ‘testlist’, the group our testclient is assigned to must have a
Local List that explicitly allows the URL we want to test with.

In the WebAdmin:

1. Navigate to Policies > Policies to open the Policies window.
2. Atthe bottom of the page, select the ‘Per page’ setting and increase the value as needed.
3. Choose the ‘School_Hours_Policy’ for our ‘testgroup’.

#  Policies

TEMPLATES
Group Locked Policy Name Group Name- Category Count Date Modified Modified By Date Created Created By
a default default 48 2023-01-10 00:24:48
allow support ] 2023-01-10 00:24:48
Unrestricted_default Unrestricted ] 2023-01-10 00:24:48
Parent_default Parent 7 2023-01-10 00:24:48
Generous_default Generous 12 2023-01-10 00:24:48
Limited_default Limited 24 2023-01-10 00:24:48
Limited_block Limited ] 2023-01-10 00:24:48
Child_default Child 48 2023-01-10 00:24:48

Allowlistonly_default Allowlis 1146 20220110 00:24:48
After_School Policy Grade_09@schools.org 5 20240909 16:32:01 admin 2024-08-09 11:09:40 admin
School_Hours_Policy Grade_09@schools.org 43 2024-08-09 11:09:40 admin 2024-08-09 11:09:40 admin
After_School_Policy Grade_10@schools.org 45 2024-09-09 10:02:47 admin 2024-08-09 10:02:47 admin
School_Hours_Policy Grade_10@schoola.org 42 2024-09-09 10:02:47 admin 2024-09-09 10:02:47 admin
After_School Policy Grade_11@schoolz.erg 5 20240909 10:02:51 admin 2024-09-09 10:02:51 admin
School_Hours_Policy Grade_11@schools.org 43 2024-08-09 10:02:52 admin 2024-08-09 10:02:51 admin
After_Schoal_Policy Grade_12@schoola.org 4 2024-09-09 10:03:18 admin 2024-09-09 10; admin
School_Hours_Policy Grade_12@schoola.org 42 2024-09-09 10:03:18 admin 2024-09-09 10; admin
default ns_scudents 13 20240730 21:53:48 admin 2024-07-30 21:53:48 admin
default ns_teschers 45 2024-07-30 22:07:50 admin 2024-07-30 22:07:50 admin
testgroup 8 20240911 15:31:19 admin 2024-09-11 15:14:30 admin

testgroup Ed 20240911 15:31:28 admin 20240811 15:22:12 admin

chool Policy Student_Template_Group 5 2024-09-09 09:31:24 admin 2024-08-09 09:24:50 admin
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4. Navigate to the URL/Keywork Local List tab and select the Create Local List button.

# 1 Policies r Policy School_Hours_Policy in testgroup

CLONE SURF

GENERAL CATEGORIES URL/KEYWORD SHARED LISTS URL/KEYWORD LOCAL LIST

CREATE LOCAL LIST

5. Select the New Entry button.

6. Add ‘pinterest.com’into the Entry field.

7. Ensurethe ‘Entry Type’field is set to URL.

8. Ensure the ‘Request Part’ field is set to Request URL.
9. Setthe ‘Action’to Allow.

New Entry X
e
+
Emtry Type  J| URL v [JCaseinsensitive
Request Part Request URL ¥
Action Allows v
Expiry &
Comments
=
RESET FORM CLOSE SAVE ENTRY

10. Select the Save Entry Button. The URL is added to the Local List.

# / Policies / Policy School Hours Policy in testgroup

CLONE SURF

GENERAL CATEGORIES URL/KEYWORD SHARED LISTS URL/KEYWORD LOCAL LIST ADVANCED DENY PAGE

Added Entry 'pinterest.com’ to Local List for policy "Schoel_Hours_Policy” in group "testgroup”

ID Locked URL/Keyword Type Request Part Action Last Reviewed Reviewed By Date Created Created By
1088 Edit URL URL Sep 12,2024 11:30:04 admin
1D Locked URL/Keyword Type Request Part Action Last Reviewed Reviewed By Date Created Created By

Showing 1 to 1 of 1
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Modify the System-Wide List:

o0 swbd=

Navigate to Policies > Lists.

Choose the ‘testlist’ and then select the New Entry button.

Add ‘pinterest.com’ into the Entry field.

Ensure the ‘Entry Type’ field is set to URL.

Ensure the ‘Request Part’ field is set to Request URL.

Note that there is no ‘Action’ field this time. This is because we restricted the Action to
Deny.

New Entry X

e Eniry
+

Entry Type URL v [ Case insensitive

Request Part Request URL

Expiry

Comments

&

RESET FORM CLOSE SAVE ENTRY

Select the Save Entry button.
The Deny entry is added.

# / Lists / Edit List: testlist

ENTRIES SETTINGS RULES ALERTS POLICIES

Added Entry 'pinterest.com’ to List "testlist’

D Locked Type Request Part Action Last Revi d Revi d By Date Created Cr
1069 Edic  URL URL Deny Sep 12,2024 11:44:23 ad
1D Locked Type Request Part Action Last Reviewed Reviewed By Date Created Cr

Showing 1 to 1 of 1
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In Your WebAdmin:

1. Navigate to Logs > Request Logs.
2. Clearthe Advanced Filter from the earlier procedure by expanding the Filter pane and
selecting the X button.

Server
DESELECT ALL

localhost =
Client IP
E
Client Name
+
Policy Group
+
Denied Flag
All
Category Names
Local List *

[0 Exclude Matching Results

3. Browse to pinterest.com on Your Test Workstation. The intended webpage will be

unreachable.

4. The‘Request Logs’ shows that it is denied by ‘System List’.

# / Request Logs

Actions Timestamp

09-12-24 14:11:33 -0400
09-12-24 14:11:33 -0400
00-12-24 14:11:32 -0400
09-12-24 14:11:33 -0400
09-12-24 14:11:33 -0400
09-12-24 14:11:33 -0400
09-12-24 14:11:33 -0400

00-12-24 14:11:26 -0400

hitpilidetectportal firefox.comi...

htplidetectportal firefox.comi...

hupiidetectportal firefox.comi...

huipyi/deteciporal firefox.comin,

firefox.coml...

hupiidetectportal firefox.comi...

Client Name.

testelient

testelient

testdient

testelient

testelient

testelient

testelient

testdient

Policy Group

testgroup
testgroup
testgroup
testgroup
testgroup
testgroup
testgroup

testgroup

Denied Flag Category Names

1

1

1

1

Technology
Technology
Technology
Technology
Technology
System List

Technology

Pass Criteria

Using the filtered workstation in the ‘testgroup’ group, browsing to a URL in the ‘testlist’ assigned to

the System Deny List will not be reachable.

This occurs even though pinterest.com is allowed in the ‘testgroup’ Group’s Policy Local List due to
the Policy Service’s List Processing order. The System Wide List will always take precedence over

Local Lists.
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Notes Policy Events are granular on a per-minute-basis.

Results (Pass or Fail)

Results Comments
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Importing a System List

Purpose

The Netsweeper solution provides functionality for importing long System Lists (allow and deny.)
Typically, these lists come from an external list (CSV file, spread sheet, etc.). This test case verifies
the system list import feature.

Precondition

See: Setting up Filtering Group and Client

Additional Precondition 1: Adding a Test List

il

Navigate to Policies > Lists and select the Create button.
Type ‘importlist’ into the ‘List Name’ field.
Select the checkbox for System Wide List in the 'List Assignments' section.
Select the Create List button.

# . Lsts ) Newl

Restrictions

Permissions

e

- ADD SYSOP DEFAULTS

FEMOVE ALL SYSOP PERMISSIONS

Additional Precondition 2: Creating a URL Import List

e You candownload the systemlisttest.csv as a zip file from this source:

https://helpdesk.netsweeper.com/docs/UAT/8_2_Resources/User_Acceptance_Resource_8.2_Pag

e.html

e Alternatively, you can create your own .csvdocument by adding the content shown below.

URL/Keyword Type Action Action Comments Case Request
Arguments Insensitive Part
http://paypal.com U D 0 U
http://pinterest.com U A 0 U

e Save the file as systemlisttest.csv. Use the UTF-16LE format.
e Please verify that no other Lists contain either of those URLs.

(\ netsweeper
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https://helpdesk.netsweeper.com/docs/UAT/8_2_Resources/User_Acceptance_Resource_8.2_Page.html
https://helpdesk.netsweeper.com/docs/UAT/8_2_Resources/User_Acceptance_Resource_8.2_Page.html

Test Procedure: Importing a System List
In the WebAdmin:
1. Navigate to Policies > Lists and select the Lists tab.

2. Choose the ‘importlist’ we created previously.
3. Select the Import button.

#& / Lists / Edit List: importlist

SETTINGS ALERTS

POLICIES

RULES

Action

Locked URL/Keyword Request Part

1D Locked URL/Keyword Type Request Part Action

Mo entries found

4. Inthe ‘Import URL/Keyword List’ window, leave the Field Delimiter set to ‘CSV (UTF-16LE)’
5. Selectthe Choose File button and add your newly downloaded (or created) file.

6. Selectthe checkboxfor Verbose Output.
7. Selectthe Import button.

#  Lists / Edit List: importlist / Import URL/Keyword List importlist

Field Delimiter || ® CSV (UTF-16LE)

O Comma Delimited
2 Tab Delimited

O JSON Format

Verbose Output Show Errors and Duplicates

Delete all existing data? [

File [ 0N § Y SYSTEMLIST...TF-16LE.CSV

IMPORT

8. Onpage 2 of the ‘Import URL/Keyword List’ window, select Import again.

9. Thefileimports. You will see the message:

“Imported File systemlisttestUTF-16LE.csv of size 646 bytes into URL/Keyword List

importlist. 2 of 2 entries were added.”
10. Select the Continue button to return to the ‘Edit List’ window.
11. You will see the two new entries listed.

# / Lists / Edit List: importlist

POLICIES

RULES ALERTS

SETTINGS

Locked URL/Keyword Request Part
1070 htep://paypal.com Edir  URL URL Deny
1071 http://pinterest.com Edit  URL URL Allow
D Locked URL/Keyword Type Request Part Action Last Revi

Showing 1 to 2 of 2
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12. Navigate to Tools > Trace Request.

13. Inthe URL field, enter:
http://paypal.com

14. Select the Send Request button.

15. Policy Server results should state that request was ‘Denied’ at the System Lists Lookup
Step. The name of the List (Importlist) that denied the request is also listed.

# / Trace Request

Client IP Address BROWSER IP

Group Name -

Policy Name -

BveniType: | Check Policy v

Policy Server: localhost (127.0.0.1)

D Show All Steps

Step List URL/Keyword Result

System Lists Lookup I http://paypal.com from "importiist” I Category: 5
Decision:

Response URL Test Category:

Pass Criteria
Request for http://paypal.com, you should be blocked.
Request for http://pinterest.com, you should not be blocked.
Notes You can also view the various lists in the Lists window and see that

the URLs have been added.

Results (Pass or Fail)

Results Comments
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Clients

Clients Identified by Subnet

Purpose

The Netsweeper solution enables clients to be identified using a subnet. This test verifies that a
client can be identified by a subnet and receive the expected filtering policy.

Precondition
See: Setting up Filtering Group and Client

Afiltered Client workstation must be available for browsing the Internet and the IP address of the
filtered workstation should be within a known network subnet.

A second filtered client workstation must be available for browsing the Internet and the IP address
of the filtered workstation should be within a second network subnet.

Test Procedure: Clients Identified by Subnet
In The WebAdmin:

Navigate to Policies > Groups, choose the List tab and select the Create button.

Type ‘lockdown’ for the ‘Group Name’ and select the Submit button.

Select the Policies tab and the List sub-tab.

Choose the default policy.

Navigate to the Policy’s Categories tab.

Choose the Custom Category Template and place a checkmark beside all Category groups
to select all available Categories.

o0k wh=

#& / Groups / Group Create / Group lockdown / Policy default in lockdown

CLONE SURF

GENERAL CATEGORIES URL/KEYWORD SHARED LISTS URL/KEYWORD LOCAL LIST ADVANCED

- Q
_ I Countries 2551255 B Adul 29129
1166 Blocked [H
N -Mob\\eApps 30/30 BB information 22122
888 Poker and Casino
W rrotocols 60/60 BB Miscellaneous 14714
Abortions
-Sys(em 12112 MR Recreation 8/8
Ad Blocking
B web Apps 7201720 I security 16/16

Adult Mixed Content
+  IBweb Content 89/89
Advertising

Adware

Afghanistan

v«
Update this pelicy 'default’ in group lockdown'. ~ SUBMIT

7. Select the Submit button to save your changes.
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8. Selectthe Group lockdown breadcrumb and then the Clients tab.
9. Select the Create button.

10. In the ‘Client Type’ section, choose the Network Subnet option.
11. In the ‘Client Name’ section, type Client1

12. Inthe ‘IP Address or IP Range field type: 192.168.4.0

13. Inthe ‘Subnet Mask’ field type: 255.255.255.224

Group lockdown e

Expire =

Client Type

Authorized By Client Name O

Client Name: client1

14. Select Submit.

15. Navigate to Policies Groups and select the List tab.

16. Select the default Group and then the Clients tab.

17. Select the Create button.

18. In the ‘Client Type’ section, choose the Network Subnet option.

19. In the ‘Client Name’ section, type Client2

20. Inthe ‘IP Address’ field enter an IP Address range that is within 192.168.4.31-
192.168.4.245.

21. Select Submit.

22. Navigate to Policies > Clients to verify the two new Clients and their respective IP
information.

On the Test Workstations:

1. Using the filtered workstation of an IP that is in the range of the subnet for client1, browse to
http://www.any_url.com (Where any_url.com represents the HTTP URL request of your
choice). You should be blocked as client1 that is a member of a group lockdown.

2. Using the filtered workstation of an IP that is OUTSIDE of the subnet range of client1,
browse to http://www.example.com. (Where example.com in this case represent the HTTP
URL which would be usually allowed by the filtering group). Your URL request should not be
blocked.
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Pass Criteria

Using the filtered workstation in the client1, browse to http://www.any_url.com/. You should be
blocked.

Using the filtered workstation in the client2, browse to http://www.example.com/ (Where
example.com in this case represents the HTTP URL which would be usually allowed by the filtering
group). You should not be blocked.

Notes

Results (Pass or Fail)

Results Comments
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Accounts Window

SysOp Permissions

Purpose:

The Netsweeper solution provides permissions that can be enabled or disabled for each SysOp
account. This test case will verify a portion of the capabilities provided by the permissions feature
in the WebAdmin.

Precondition:
SysOp Permissions

Create testsysop1:
In The WebAdmin:

Navigate to Accounts > Accounts and select the Create button.

Choose the Advanced tab.

Enter the Login Name testsysop1 and testorganization in the Organization field.

Enter and confirm a password, ‘Netsweeper1’ and choose Sysop as the ‘Classification’.
Check the box marked Create Account Group Policy.

A

# ; Accounts / Account Create

SIMPLE ADVANCED

Verify Password] | messaneane

Classification O Admin

= O

ogin: (0
Enforced Categories @ Use system-wide categarics

© Override system-wide categarics

Fields with asterisks (*) are required!

6. Select Submit. You are returned to the ‘Accounts’ window.
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Assign Permissions:

1. Select testsysop1 to open the ‘Edit Account' window.
2. Selectthe Permissions tab.
3. Place checkmarks beside the Policy and List Permission Groupings shown here:

GENERAL SUSPEND GROUPS PERMISSIONS IP RESTRICTIONS ASSUME IDENTITY

Account Templates -]

EDIT

mporT | ExpoRT | DEFAULTACCESS [l SELECTALL [ DeseLecTALL [EECNGYSTRRRSGITIFNIN

O Account Admin
O Teols

O Client Filter Settings

List Genera

List Admin

O Logs General
O Logs Admin
O Reports

O Directory Sync

O organization

I( € ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ <

SUBMIT

4. Select Submit and confirm the modification by choosing OK on the warning window. The
‘Account Permissions Updated’ message displays.

Create testsysop2:

Navigate to Accounts > Accounts.

Select the Create Advanced tab.

Enter the Login Name testsysop2.

Enter testorganization in the ‘Organization’ field.

Enter and confirm a password, Netsweeper1.

Choose Sysop as the ‘Classification’.

Check the box marked Create Account Group Policy.
Select Submit. You are returned to the Accounts window.

P NOoOOAOMS

Modify testsysop2 Permissions:

Select the testsysop2 Account to open the ‘Edit Account’ window.

Select the Permissions tab.

Enable Policy General > Policies permission only. Do not enable any other permissions.
Select Submit and confirm the modification by choosing OK on the warning window. The
‘Account Permissions Updated’ message displays.

PoON=
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Test Procedure: SysOp Permissions

Testsysop1

Login as testsysop1 with the password Netsweeper1.

Navigate to Policies > Policies.

Choose the default Policy.

Select the URL/Keyword Local List tab.

You can see the Create button.

In the Policies menu you can also see the Lists window (Policies > Lists).

o akwh=

Testsysop2

Login as testsysop2 with the password Netsweeper1.

Navigate to Policies > Policies.

Choose the default Policy.

Select the URL/Keyword Local List tab.

You can not see the Create button.

In the Policies menu you can not see the Lists window (Policies > Lists).

oo

Pass Criteria

For the testsysop1, the button to create a Local List on a Policy is enabled and the ‘Lists’menu is a
menu option under ‘Policies’.

For the testsysop2, the button to create a Local List on a Policy is not visible and the ‘Lists’ option is
not a menu option under ‘Policies’.

Notes

Results (Pass or Fail)

Results Comments
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Delegated Administration
Purpose

The Netsweeper solution provides functionality that enables the delegation of policy management
for specific groups to specific sysop accounts. This test case will verify that sysop roles can be
partitioned with control over specific groups of browsing users.

Preconditions

This functionality can be verified out of the box.

Test Procedure: Delegated Administration
In the WebAdmin:

1. Navigate to Accounts > Accounts and choose the testsysop1 Account we created
previously.

2. Selectthe Permissions tab.

3. Choose the Deselect All button to remove all previously granted permissions.

4. Enable all Group, Policy, and Client permission-groupings; except Group Admin.

# / Accounts / Edit Account testsysop1

GENERAL SUSPEND GROUPS PERMISSIONS IP RESTRICTIONS ASSUME IDENTITY

Account Templates (-]

EDIT

mport | exporT | DeFAuLTAccess Wl seLecTail [l DeselecT Al GGV TR TS

Group Interfaces
Group General
Group Advanced
O Group Admin
Policy General
Policy Advanced
Client General

Client Advanced

) Tools

O Client Filter Settings
O List General

O List Admin

O Logs General

O Logs Admin

O Reports

O Dpirectory Sync

D organization

E<<<<<<<<<<<<<<<<<<<<

5.
6. Select Submit and then select OK when prompted.

Assume ldentity: sysop1
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Select the Assume Identity tab.

As testsysop1, navigate to Policies > Groups and select the List tab.

Choose the testsysop1 Group.

Select the Clients tab and then the Create button.

Enter testclient in the ‘Client Name’ field and select Submit. The client is added.
Use the special breadcrumb at the top of the window to exit ‘Assume ldentity’.

o0 Rswb=

You are logged in as 'testsysop 1. To return to the account you assumed identity from, click here

Pass Criteria

The testsysop Account should have a restricted view in the WebAdmin and only buttons related to
Group, Policy and Client Management should display.

The Groups and Policies windows should display only testsysop1 Group and the Policy(s) for that
group.

Notes

Results (Pass or Fail)

Results Comments
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Categories

Creating and Using Custom Categories

Purpose

In some circumstances, it may be required to assign a number of specific web sites to a category
not existing in standard set of Netsweeper categories (e.g. ‘News Sites').

Custom categories function exactly like any other category in that they can be denied or allowed
and the Category name appears in Deny Pages, Request Logs, Reports, etc.

This test verifies the ability to create and use custom categories.
NOTE: This test has been broken into five procedures.
Precondition

See: Setting up Filtering Group and Client

Only the Category Deny List should be filtered.

Test Procedure 1: Creating a Custom Category
In the WebAdmin:

1. Navigate to Administration > Categories.
2. Selectthe Clone button in the Action column for the Current Revision.
3. Selectthe Edit button for the newly cloned Revision.

#  Categories

Successfully cloned the categary revision

REVISIONS TEMPLATES
_ e

Revision Name Category Version Published Modified Action

Current revision clone 2 28 no 2024-09-13 08:57:07 Export/C| D’ﬁ/P.IU
Current revision 28 yes 2023-01-10 00:24:48 Expor
Netsweeper 8.1.6 Categories 28 no 2023-01-1000:24:48 Export/Clone/Publish/Edit
MNetsweeper 6.4.7 Categories 27 no 2020-06-1521:17:18 Export/Clone/Publish/Edit
Netsweeper 6.3.7 Categories 26 no 2020-06-1521:17:17 Export/Clone/Publish/Edit
Metsweeper 6.2.5 Categories 25 no 2020-06-15 21:17:17 Export/Clone/Publish/Edit
Metsweeper 6.2.3 Categories 24 no 2020-06-15 21:17:17 Export/Clone/Publish/Edit
Metsweeper 6.1.6 Categories 23 no 2020-06-1521:17:16 Export/Clone/Publish/Edit
Netsweeper 6.0.5 Categories 2 no 2018-02-12 16:20:00 Export/Clone/Publish/Edit
Netsweeper 5.2.1 Categories 19 no 2016-11-17 11:00:00 Export/Clone/Publish/Edit
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4. Rename the clone as testrevision and select Submit.

# , Categories / Category Editor 9
Category Editor
Revision Name
Category Version 28
Category Filter Edic Group. ADVANCED
Enabled
PAND AL Name | Countries
+ o Parent -
+ N
Description | This s the parent category group for Country Categories.
+
+
* “
X  sumr
+ W

5. Selectthe Create button.
6. Choose Category as the ‘Type’.

7. Enter Deny List as the ‘Name’ and assign its ‘Parent’ as the ‘Web Content’ Category Group.

Revision Name | testrevision
CategoryVersion | 28

Category Filter Create Group/Category ADVANCED
EXPAND ALL
+  Countries
e ees -
+ D

Description
+
4
+ 4
+ -

Examples

4

8. Select Submit. The new Category displays under the ‘Web Content’ grouping.
9. Useyour breadcrumbs to return to the Categories window.
10. Choose the Publish button beside the testrevision and select OK when prompted.

Revision Name Category Version Published Modified Action

testrevision 28 no 2024-09-13 09:20:52

Current revision 28 yes 2023-01-10 00:24:48

Netsweeper 8.1.6 Categories 28 no Xp

Netsweeper 6.4.7 Categories 27 no 2 21:17:18 Export/Clene/Publish/Edit

11. The “Successfully published groups and categories in the revision. Successfully restarted
reporter(s).” message displays.
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Test Procedure 2: Creating and Assigning a Re-Categorization List

1. navigate to Policies > Lists and select the Create button.
2. Enterrecategorizatoinlist for this ‘List Name’.
3. Inthe‘List Assignments’ section, choose the Categorization List option.
4. Inthe ‘Restrictions’ section, choose the Categorize ‘Restrict Action’.
# / Lists / New List
List Name
Merge Entries On Review =
Max History Age (days)
O Gverride Categorization List
List Service Interval (seconds)
List Service Next Run Time
Show Metadata Fields
Restict Actions  (JAllow Restrict Types Reswict Request () Request URL
Parts  Oserverip
([ Praceed to List O Policy Event Type
S
d Categories o “. )
-
5. Select the Create List button.
6. Useyour breadcrumbs to return to the Lists window.
Test Procedures 3: Adding New Entries to the List
1. Choose the recategorization list from the Lists window.
2. Select the New Entry button.
3. Enterfacebook.com in the ‘New Entry’ field.
4. Inthe‘Categories’ section, type and select Deny List.
New Entry X
Mew En
+
Entry Type URL v O Case insensitive
Request Part Request URL ~
Categories x
Expiry =
pa
5. Select Save Entry. The new entry is added.

Repeat steps 2-5 for two new URLs of your choice that have not been used previously.

(\ netsweeper
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Adding testclient to testgroup2

Earlier we created a Simple Group testgroup2. We will add the testclient to this Group.

1.
2.

Navigate to Policies > Clients.
Choose the testclient Client.
Assign the Client to testgroup?2 by choosing it from the Group dropdown.

# / Clients 1 Modify Client testclient 2]
Locked o
Group I testgroup2 I - ‘
Expire [ ]

Client Type

Authorized By Client Name O
Workstation Address ~ ©

Nework Subner O

Client Settings

Client Name: | testclient
IPAddress: | 192.168.222.1
Workstation Name:  test workstation
First Name:
Last Name:
Email Address:

Comments:

SUBMIT

4. Select Submit.

Test Procedure 4: Blocking sites for testgroup?2

1.

Navigate to Policies > Groups and select the Simple tab.

2. Chose testgroup2.

# ; Groups

usT SET DEFAULT TEMPLATES

CREATE GROUP

(X4 o0 o0

Account Group Policy for user testsysop Account Group Policy for user testsysop1 Account Group Policy for user testsysop2

I testgroup2

48 o o 0 1 48 o o 0 1 48 0 0 0 2 48 0 0 L] 1

3. Selectthe Categories tab and Choose Custom from the dropdown list.
4. Type Deny Listin the ‘Quick Add’ field and choose it.

Q deny
Deny List

Tunes

\_,C) netsweeper
\
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5. Select Submit. This will block the ‘Deny List’ category for this Group.

Create a Request Log Filter
We will create a Request Log Filter for the Deny List Custom Category.

1. Navigate to Logs > Request Logs and select the Advanced Filter button.
2. Type and select Deny List in the Advanced Filter’s ‘Category Names’ field.
3. Selectthe Search button in the Advanced Filter to apply the filter.

w

8 < 8
Server s
DESELECT ALL

localhost =

Client IP

= = W

Client Name

-2

Policy Group

=1

Denied Flag

A "

Category Names

Deny List = | x

[ Exclude Matching Results

Test Procedure 5: Verifying the Custom Categories
On the Test Workstation:

1. With the filtered ‘Request Logs’ window open, browse the the three URLs you recategorized
in the recategorizelist previously.

2. Theintended web pages will be unreachable by the filtered test workstation.

3. Thethree URLs display as denied with the Category Name ‘Deny List’.
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Pass Criteria

Using the filtered workstation in the testgroup2 Group, browsing each URL assigned to the Deny List
Category will not be reachable. In the ‘Request Logs’ they should appear as denied and categorized

as Deny List

Notes

Results (Pass or Fail)

Results Comments
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Policies and Categories

Allow Selected Categories — Allow Policy

Purpose

When it is simpler to prohibit web access based on a short list of permitted Categories, Allow List
mode is used.

This means that only the selected categories will be allowed, which is the opposite of the standard
out of the box ‘Deny List’ mode. This test verifies that ‘Allow List’ mode functions as expected.

Precondition

See: Setting up Filtering Group and Client

Test Procedure: Allow List Mode

In the WebAdmin:
1. Navigate to Policies > Groups, choose the List tab and select the Create button.
2. Name the new Group testgroups3.
3. Navigate to Tools > Trace Request, select testgroup3 in the Group field and enter
guiness.com in the URL field.
4. Select Send Request and confirm that guiness.com is denied under the ‘Alcohol’ Category.

# / Trace Request

Client Name -

Client IP Address BROWSER IP
St .

Palicy Name -

URL:

Destination IP Address: -

Referrer:
Client Module Name:
EventType:  Check Policy v

[)Show All Steps

SEND REQUEST

Policy Server: localhost (127.0.0.1)

Step List URL/Keyword Result
Protocol CNS List bt/ Category: Hypertex: Transfer
Master List Lookup guiness.com Category:
Policy Categories Check Category:
Decision:
Response URL Test Category:
Replace URL:

Filter Bypass List Lockup hetps://192.168.222.150 Category:
Decision: Allowed

5. Navigate back to testgroup3 and then to their Policy tab and List subtab.

(\ netsweeper
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Choose the default Policy.

In the General tab, choose Allow for the ‘Category Action’ option and select Submit.

Next, choose the Policy’s Categories tab, select the Custom category template and delete
all the selected Categories.

# ; Groups / Group testgroup3 ¢ Policy default in testgroup3

CLONE SURF

GEMNERAL CATEGORIES URL/KEYWORD SHARED LISTS URL/KEYWORD LOCAL LIST

9.

10.
11.
12.
13.
14.

Custom - Q

48 Blocked E O B Countries

O I Mobile Apps

ry

Abortions
[ I Protocols

Adulk Mixed Conrtent

= i System

In the ‘Quick Add’ field, type Alcohol and add it to the left pane.

Select Submit.

Repeat the Trace Request in steps 3 and 4 of this section.

You will see the ‘Alcohol’ Category is now allowed.

Repeat the Trace Request with the URL google.com.

You will see that google.com is denied under the ‘Search Engine’ Category.

Pass Criteria

Using the testgroup3 in the testgroup3 group, browsing the URL http://guinness.com will be
reachable but google.com will be denied.

Notes

Results (Pass or Fail)

Results Comments
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Category Lookup

CNS Categorization

Purpose

This test verifies that New URLs (not present in any lists or the cache) are categorized first as New
URL and then later with a Netsweeper Categorization.

Precondition

CNS connectivity with your Netsweeper Policy Server.

Test Procedure: CNS Categorization

1.
2.

Navigate to Tools > Category Lookup.

Enter a completely random “URL” (the goalis to find a string that has never been
categorized before, it does not need to be areal URL, it does not need to resolve, etc). Be
sure to add ‘.com’ to the end of your “URL.”

Select the Lookup button and note the Category that is returned.

# / Category Lookup [}

CATEGORY LOOKUP CATEGORY DEFINITIONS

™m

502

URL

Categ:

Select the Lookup button again. The Category changes from ‘New URL’ to one of
Netsweeper’s content Categories.

CATEGORY LOOKUP CATEGORY DEFINITIONS

URL somerandomurl12345.com

SHOW ADVANCED m

Actions URL T

T

Pass Criteria

When the Category Lookup function was tested the first time, the Category will be New URL. (If New
URL is not the returned category, you may need to try a different URL). When you use the Category
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Lookup function subsequent times, the category will eventually change to a Netsweeper content
category. Processing time should average about 2-5 seconds.

Notes We suggest using random URLs, even if they are not real, because
this is a quickest way to find a New URL. Categorization times vary
slightly depending on the time of day and the region.

Results (Pass or Fail)

Results Comments
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List Update

Purpose

This test verifies that all lists on all Policy Servers have been updated to the latest list automatically.
Precondition

No preconditions.

Test Procedure: List Update

In the WebAdmin:

1. Navigate to Administration > Status.
2. Selectthe Lists tab.

Pass Criteria

Under the Policy Servers list, you should see the list of the configured Policy Servers, list name, list
version and last update date. Please note that depending on your serial versions, a Policy Server's
Lists may be different.

POLICY SERVERS

localhost
127004

Servie Start Time

Last Cheek

Notes

Results (Pass or Fail)

Results Comments
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Centralized Management

Purpose

This test verifies that any policy modification done on the management server is replicated on all
policy servers.

Precondition
Out-of-the-box functionality with filtering enabled.

Test Procedure
In the WebAdmin:

Navigate to Policies > Lists.

Choose the System Deny List.

Select the New Entry button.

Add test-globalydeny.com to the System Deny List.

Select Save Entry.

Navigate to Tools > Trace Request.

In the URL field, enter http://test-globaldeny.com and select Send Request.

# / Trace Request

Nookob=

Client Name -
Graup Nam -
Policy Name -

EventType:  Check Policy N

[ Show Al Steps

Policy Server: localhost (127.0.0.1)

Step List URL/Keyword Result
System Lists Lookup test-globaldeny.com from “System Deny List Category:
Decision:
Response URL Test Category:
Replace URL: adm
Filter Bypass List Lookup https://192.168.222.150 Category: Filter Bypass List, Host s an IP
Decision: Allowed

Pass Criteria

In the output, you will find that all Policy Server’s Category decisions are that it is System List
Denied.

(; netsweeper © 2024, Netsweeper Inc.



Using the WebAdmin to run a Trace Request, test a URL assigned to the System Deny List and it will
be Denied at the System Lists Lookup Step.

Notes

Results (Pass or Fail)

Results Comments
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Testing Connections and Access

Verify SSH Login

Purpose

This test verifies ability to login using SSH to Netsweeper servers.
Precondition

Network connectivity and no firewall blocking port 60104.

Test Procedure

Use any SSH client and try to login to any Netsweeper server, use port 60104. Default username is
admin and password is netsweeper.

Pass Criteria
SSH Client will be able to login to the Netsweeper system.

Notes

Results (Pass or Fail)

Results Comments

(; netsweeper © 2024, Netsweeper Inc.



Boundary Tests

URL List Import Limit

Purpose

The Netsweeper solution provides functionality for importing long System Lists (allow and deny.)
Typically, these lists come from an external list (CSV file, spread sheet, etc.).

This test case verifies the system list import feature can handle up to 600,000 entries.

Test Configuration

The Netsweeper solution must be deployed so that it can route RST packets to both the filtered

workstation and the web server.

A filtered client workstation must be available for browsing the internet.

NOTE: RESET POL DB & RECREATE PIC/TEXT WAS HERE

You will require the Netsweeper 600000 URL Import.csv file. The zip file can be downloaded from

here:

https://helpdesk.netsweeper.com/docs/UAT/8_1_Resources/User_Acceptance_Resource_8.1_Pag

e.html

Modifying WebAdmin Settings

1. Navigate to Administration > WebAdmin Settings.
2. Scrolldown to the ‘URL/Keyword List Settings’ section.
3. Increase the value for the ‘Maximum URL Entries per List’ setting to 600001.

URL/Keyword Lists Settings

Enabled List Entry Types

URL
Scheme
Path

Query

I Maximum URL Entries

per List

600001 I

Maximum Scheme Entries
Maximurm Path Entries
Masimurm Query Entries
Maximum Keyword Entries

Maximum Multiple Keywords Entries

per List

per List

per List

per List

per List

1000

1000

1000

100

4. Select Submitto apply your changes.

De-Select all Categories for testgroup3

Select the default Policy.

U e

Select Submit.

Navigate to Policies > Groups, choose the List tab select testgroup3.
Go to the Group’s Policies tab and then the List subtab.

In the Categories tab, select the ‘None’ Category Template.

(\ netsweeper
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https://helpdesk.netsweeper.com/docs/UAT/8_1_Resources/User_Acceptance_Resource_8.1_Page.html
https://helpdesk.netsweeper.com/docs/UAT/8_1_Resources/User_Acceptance_Resource_8.1_Page.html

Test Procedure: URL List Import Limit
In the WebAdmin:

Navigate to Policies > Lists.

Select the Create button.

Enter Deny List into the ‘List Name’ field.

Choose the System Wide List option from the ‘List Assignments’ section.
Select the Deny checkbox in the ‘Restrict Actions’ section.

Select the Create List button.

o akwh=

Importing a List:

—_—

Choose the Deny List from the ‘Lists’ window.

2. Selectthe Import button.

3. Selectthe Choose File button and add the ‘Netsweeper4-600000_URL_Import-UTF-
16LE.csv’ file.

4. Select the Import button. The ‘Import URL / Keyword List’ window displays.

5. SelectImport again. The list willimport. (This can take some time).

6. Oncetheimportis complete you will receive the message:
‘Imported File Netsweeper4- 600000 URL Import.csv of size 38177763 bytes into
URL/Keyword List "Deny List". 600000 of 600000 entries were added.’

7. Select Continue and then use your breadcrumbs to return to the Lists window.

8. Ensure that the ‘Entries’ column for the Deny List shows ‘600000°.

Test Procedure: Verifying the Deny List with Trace Request.
In the WebAdmin:

Navigate to Tools > Trace Request.

Select the ‘Group Name’ field and choose testgroup3.

In the ‘URL’ field, type http://facebook.com and select Send Request.

Policy Server results should state that request was ‘Allowed’ since URL entry was not on the

list that we just imported.

5. Leave Group Name untouched, Clear the URL field and enter: http://sex.com and Send
Request.

6. Policy Server results should state that request was ‘Denied’ as this URL entry was in the list

that we imported.

el

Pass Criteria

You should be denied and allowed as expected. You can also view the various lists in the Lists
window and see that the URLs have been added.

Notes

Results (Pass or Fail)

Results Comments
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Request Loggin and Reporting

Creating a Detailed Demand Report
Purpose

The Netsweeper solution can log every URL requested, along with some subscriber and category
information, if configured to do so. Every URL requested by a filtered workstation will be logged.
This test verifies that the Netsweeper filtering platform logs all subscribers’ browsing activity.

Precondition
See ‘Preconditions - Setup Filtering, Groups and Clients’\

Test Procedure
On the Test Workstation:

Generate some web traffic to be logged by your Policy Server. This can be achieved by surfing any
webpage online.

In the WebAdmin:

1.
2.

Navigate to Reports > Demand Reports and select the Create Report button.
In the ‘Report Name’ field, enter Test Demand Report.

3. Selectthe Calendar button for the ‘end-date’ in the ‘Date Range’ field (as shown).

# / Demand Reports

Create Report

Report Name

2024-09-15 00:00:00

2024-09-16 00:00:00

4. Use the calendarto set the ‘date’ value to tomorrow’s date and select OK.

(\ netsweeper
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5. Next, select the Add Filter button.

Report Name

o

escription
Owner
Share With
Repert Type

Date Range

~Filters

LOAD FILTERS

- Report Output

ADD SUMMARY GROUP

ADD TOP ESTIMATION

ADD REPORT DETAILS

» Delivery Options

Test Demand Report

admin

Demand

2024-08-16 00:00:00

2024-09-17 00:00:00

6. Setthe ‘Field’ value to Client Name, leave the ‘Condition’ set to Equal To, and in the ‘Value’

field, choose the testclient associated with your test workstation.

Add Filter
Field Client Name
Condition Equal To
Value testelient

ADD CONDITION

X

CANCEL m

7. Select Save to apply the Filter.

(\ netsweeper
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8. Next, Select the Add Report Details option for the Report Output section.

Report Name  Test Demand Report

Description

Owner | admin
Share With
RepertType  Demand >
= 2024-09-17 00:00:00 =]

Date Range 2024-09-16 00:00:00 =

~Filters
ADD FILTER

LOAD FILTERS

- Report Output

ADD SUMMARY GRQUP

ADD TOP ESTIMATION

» Delivery Options

9. Selectthe Policy Group and URI fields, accept Table as the Presentation type.

Add Report Details X
Field= Policy Group * URI =

EDIT SORT

Presentations

£ Table

Policy Group,UR

CANCEL m

10. Select Save to apply the Report Details.
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11. Select the Create Report button and OK when prompted.

admin -

Demand v

~Filters

Client Name

ADDFILTER

D FILTERS
~Report Output
ADD SUMMARY GROUP
A0D T0P ESTAUATON
ADD REPORT DETAILS,

+ Delivery Options

CREATE REPORT

The New Report displays. Select the View button to display the full reportin a new tab.
# / Demand Reports :weateRe:DnlReponTestDemand Repml -]

12

Report Status Processed Ok [2024-08-16 14:17:50]
Next Run Time 0000-00-00 00:00:00
Run Interval 0
Last Time Edited 2024-00-16 14:47
Total Size 119M8
View Count 1
Report Actions Refresh # Edit / Clone / Delete / Create Template / Show Definition / Rerun
s
Policy Group URI 8

decrypulipinterest comi43
https:/Ipinterest.com/
htpil/detectportal.firefox.com/canonical.html
htpi//detectportal.firefox. com/success. ba?ipvé
htpil/detectportal.firefox.com/success. oa?ipv4
hitp//detectportal.firefox.com/canonical. html
decrypu//192.168.222.150:443
hitps://102.168.222.150:443
decrypt//192.168.222.150:443
decrype//192.168.222.150:443
htpi//detectportal.firefox.com/success. oatipyd

hitp//detectportal.firefox.com/success. oa?ipvé

https://102.168.222.150:443
testgroup httpsi// 192.168.222150:443

Export Data As Server Report Date Process Start Date Process Time size View Count Last Viewed Chart
HTML/ G5V / CSW localhost 2024 Mon, Sep 16 14:17 2026:08-16 14:17:49 00:00:01 11.9MB 1 2024-09-16 14:17:51 Show
Actions Export Data As Server Report Date Process Start Date Process Time size View Count Last Viewed Chart

Showing 101 0f 1 Per page:

Pass Criteria

The report will show all the URL entries that have been requested by the ‘testclient’.

Notes

Results (Pass or Fail)

Results Comments
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Creating a Summary Demand Report

Purpose

Create custom Demand Reports that shows all allowed or denied requests for a specific time / from
specific IPs / for only specific category / specific URI, etc.

Precondition

See: Setting up Filtering Group and Client
On the Test Workstation:

Browse to both allowed and denied sites.
In the WebAdmin:

Navigate to Reports > Demand Reports.

In the ‘Report Name’ field, enter Test Demand Report.

Select the Calendar button for the ‘end-date’ in the ‘Date Range’ field.

Use the calendar to set the ‘date’ value to tomorrow’s date and select OK.
Select the Add Filter button.

Set the ‘Field’ value to Client Name, leave the ‘Condition’ set to Equal To, and in the ‘Value
field, choose the testclient associated with your test workstation.

7. Select Save to apply the Filter.

8. Next, Select the Add Summary Group option for the Report Output section.
9. Forthe ‘Group Data By’ field, select Denied Categories.

10. Add Request Count and Request Count Percent to the ‘Fields’ List.

’

oo w2

Add Summary Group X

Category Group All Categories v

Fields I RequestCount * Request Count Percent x I

SELECTED VS OTHER

EDIT SORT

Presentations

ADD PRESENTATION

OPTIONS

CANCEL m
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11. Set the ‘Display’ field to Pie Chart and select Save to apply our Presentation.

Add Summary Group > Presentation X

Presentation

Display I| Pie Chart I v

Data Request Count -
Legend Legend Without Values b
Options
[0 Maximum Records 10

[0 Explode Sectors
O Transparent Colors
[0 Grouped Categories

[0 Others Sum

12. Select Save again to apply our Summary Group.

Add Summary Group X

GreupDat2 8y Denied Categories
Category Group All Categories v
Fields Request Count * Request Count Percent

SELECTED WS OTHER

EDIT SORT
Presentations

€ Pie Chart

st Count

ADD PRESENTATION

OPTIONS

13. Select the Create Report button and then OK when prompted.
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14. The Report Displays as configured.

# / Demand Reports / Create Report / Report Test Demand Report 2

Report Status Processed Ok [2024-09-16 14:37:56]

Next Run Time
Run Interval 4]
Last Time Edited 2024-09-16 14:37
Total Size 180B

View Count

a
Report Actions Refresh / Edit/

Requests by Category

(D) Technalozy

(O General

(D Firer Bypass List

@ sz Lzt

@ intranes Servers

O Hestizan e

@ rypertext Transfer Secure
@ seiective Decryprion

@ Urited staes

eate Template

/ Show Definition / Rerun

Pass Criteria

The Report displays showing denied sites that have been visited. It displays the Category, Total

Requests and Request Percent columns.

Notes

Results (Pass or Fail)

Results Comments
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HTTPS Filtering Tests
HTTPS Filtering at Domain Level

Purpose

The Netsweeper solution can block specific HTTPS URL but only up to TLD Top Level Domain. This
test case verifies that HTTPS URL filtering behaves as expected.

Precondition
See: Setting up Filtering Group and Client.

Test Procedure: Filtering at the Domain Level
This Procedure will add https://example.com to the local deny list group policy for the filtering.

Use the filtered workstation to visit https://example.com
In the WebAdmin:

Navigate to Policies > Groups and in the Lists tab choose testgroup2.

Go to the Policies tab and then the List subtab.

Select the default Policy.

Go to the URL/Keyword Local List tab and select the Create Local List button (if needed).
Select the New Entry button.

Add https://youtube.com into the ‘New Entry’ field.

Ensure that ‘Entry Type’is set to URL, ‘Request Part’ is set to Request URL and ‘Action’ is set
to Deny.

8. Select Save Entry.

Nooakwh-=

On your Test Workstation: (Ensure you’re being filtered in "testgroup2’)
Browse to https://youtube.com.
A‘Connection is Untrusted’ page displays.

If the Capture Module is used, then Netsweeper will just break the https connection. A
browser would then state that connection was reset

Pass Criteria
You will not be able to visit the https://youtube.com. Using the filtered workstation in the testgroup2
Group, browsing to a URL that belongs to the Local List as a ‘Deny' URL will not be reachable.

Notes Without installing a Certificate of Authority, a Connection Not
Trusted page will be served instead of our Deny Page.

Results (Pass or Fail)

Results Comments
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Document Sign-off

Acceptance Test Approval

The client for this project agrees that the acceptance tests contained within this document are
suitable for verifying that the solution delivered by Netsweeper meet the requirements of this

project.

Client Name

Authorized Party
Signature

Authorized Party
Name

Date

Acceptance Tests Passed

Client Name

Authorized Party
Signature

Authorized Party
Name

Date
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